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DETAILED ACTION 

Claim Rejections - 35 USC §102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the basis for the 
rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed in the United States 
before the invention by the applicant for patent or (2) a patent granted on an application for patent by another filed in the United 
States before the invention by the applicant for patent, except that an international application filed under the treaty defined in 
section 35 1(a) shall have the effects for purposes of this subsection of an application filed in the United States only if the 
international application designated the United States and was published under Article 21(2) of such treaty in the English language. 

2. Claims 1-6, 8 and 11-14 are rejected under 35 U.S.C. 102(e) as being anticipated by Sweet et al (U.S. 
Pat Pub 2002/0031230 Al), hereinafter referred to Sweet. 

Re claims 1 and 1 1 : Sweet teaches a system of securely controlling a wireless mobile communication 
device (Abstract: lines 6-7 and lines 16-22; Fig 1 1), comprising: a plurality of domains [domain-specific 
policies] residing on a wireless mobile communication device [PXa 3 Member Client System] fl|13, \\ 14J}1 15), 
each domain including an asset of the wireless mobile communication device flfl 14, lines 16-20); and a domain 
controller configured to receive a request to perform an operation affecting at least one of the assets fl|147; 
•pi 1), to determine whether the request originated with an entity that has a trust relationship with the domain 
that includes the at least one affected asset and to permit completion of the operation where the request 
originated with an entity that has a trust relationship with the domain that includes the at least one affected asset 
(Til 16; HI 17; 1(212-223). 

Re claim 2 : Sweet teaches a key store {server holds all private keys] for storing cryptographic keys 
associated with the domain that includes the at least one affected asset, wherein the domain controller is 
configured to determine whether the request originated with an entity that has a trust relationship with the 
domain using the cryptographic keys (Abstract, lines 8-10; ^[25 J[26). 
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Re claims 3, 12 and 13 : Sweet teaches the domain controller is configured to determine whether the 
request originated with the entity that has a trust relationship with the domain that includes the at least one 
affected asset by determining whether the domain that includes the at least one affected asset also includes the 
entity fl[191, 1fl92, 1212-TJ222). 

Re claim 4 : Sweet teaches at least one domain further includes a software application [PXa 3 client 
software] fl|116). 

Re claim 5 : Sweet teaches at least one of the domains comprises a plurality of domains (HI 05), and 
wherein the wireless mobile communication device further comprises a super user software application that has 
a trust relationship with more than one of the plurality of domains (1(87; Til 15; 1(212; 1(216) (see also 1(229-245). 

Re claim 6 : Sweet teaches each of the more than one of the plurality of domains includes the super user 
software application (1(229-245). 

Re claim 8 : Sweet teaches the at least one asset is selected from the group consisting of: communication 
pipes, persistent data, properties, and software applications (1(170-171). 

Re claim 14 : Sweet teaches the request originates from a software application (1(150-151; credentials 
115 may be associated with an application that defines one more identity elements for a member 105), and 
wherein the step of determining whether the request originated with an entity that has a trust relationship with 
the domain that includes the at least one affected asset comprises the step of verifying a digital signature of the 
software application using a cryptographic key associated with the domain. (Abstract, lines 8-10; 1)25-1(26). 

Claim Rejections - 35 USC § 103 
3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness rejections set 
forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 102 of this 
title, if the differences between the subject matter sought to be patented and the prior art are such that the subject matter as a whole 



Application/Control Number: 10/524,353 Page 4 

Art Unit: 2135 

would have been obvious at the time the invention was made to a person having ordinary skill in the art to which said subject matter 
pertains. Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 7 and 15-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over Sweet et al (U.S. Pat 
Pub 2002/0031230 Al), hereinafter referred to Sweet, in view of Satagopan et al (U.S. Pat Pub 2002/0095497 
Al), as applied to claims 1 and 11, hereinafter referred to as Satagopan. 

Re claims 7 and 15 : Stagopan teaches the domain controller is further configured to receive information, 
and to place the information into a domain (Abstract). 

It would have been obvious to one of ordinary skill in the art at the time the invention was made to have 
modified the teachings of Sweet reference with the teachings of the Satagopan reference for the purpose of 
securely pushing information into a domain. 

Re claim 16 : Sweet in view of Satagopan teaches the step of associating comprises the step of 
determining with which domains the information is to be associated in accordance with domain policies 
(Satagopan: Tf31 andt34). 

Re claim 17 : Sweet in view of Satagopan teaches the domain policies specify that information is to be 
associated with domains based on one or more of: a source of the information, an indicator of a domain in the 
information, a communication pipe over which the information is received, a digital signature of the 
information, an access list describing allowed domain information, and an input from a user of the wireless 
mobile communication device (Sweet: ]fl70-171). 

5. Claims 9, 10 and 18-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over Sweet et al (U.S. 
Pat Pub 2002/0031230 Al), hereinafter referred to Sweet, in view of Freund (U.S. Pat 598761 1 A), as applied 
to claims 1 and 11, hereinafter referred to as Freund. 
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Re claims 9 and 18 : Freund teaches a data store for storing properties [Fig 2, elt 225], wherein the 
domain controller is further configured to determine whether the operation is permitted by properties in the data 
store, and to permit completion of the operation where the operation is permitted by the properties in the data 
store (col 3, line 60 - col 4, line 28). 

It would have been obvious to one of ordinary skill in the art at the time the invention was made to have 
modified the teachings of Sweet with the teachings of Freund for the purpose of providing access control 
properties unique to each client-side module. 

Re claim 10 : Sweet in view of Freund teaches each property is global, domain-specific, or specific to a 
particular software application on the wireless mobile communication device (Freund: col 6, lines 30-35; Fig 2; 
col 8, lines 30-53). 

Re claim 19 : Sweet in view of Freund teaches the step of determining whether the operation is permitted 
by properties stored at the wireless mobile communication device comprises the step of checking global 
properties for the wireless mobile communication device and domain properties for the domain that includes the 
at least one affected asset (Freund: col 3, line 60 - col 4, line 28; col 6, lines 30-35; Fig 2; col 8, lines 30-53). 

Re claim 20 : Sweet in view of Freund teaches the request originates from a software application, and 
wherein the step of determining whether the operation is permitted by properties stored at the wireless mobile 
communication device further comprises the step of checking application properties for the software application 
(Freund: col 4, lines 30-50). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to applicant's disclosure. 
2003/0120948 Al 
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Any inquiry concerning this communication or earlier communications from the examiner should be 
directed to DARREN SCHWARTZ whose telephone number is (571)270-3850. The examiner can normally be 
reached on 8am-4pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Kim Vu can 
be reached on (571)272-3859. The fax phone number for the organization where this application or proceeding 
is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) at 866-217- 
9197 (toll-free). If you would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/D. S./ 

Examiner, Art Unit 2135 
/KIMYEN VU/ 

Supervisory Patent Examiner, Art Unit 2135 



